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Kaj bomo delali?Kaj bomo delali?

Analiza delovanja bota
– spremembe v datotečnem sistemu
– spremembe v registru
– omrežna komunikacija
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Testno okoljeTestno okolje

OpenSUSE 10.2 (sirikt:sirikt)

VMWARE
Windows 2003 Server Evaluation

Debian
- IRCD
- HTTPD

OKUŽBA
Register

Dat.sistem

WIRESHARK
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WIRESHARKWIRESHARK

Applications -> System -> Network
Geslo uporabnika root: Arnes2007
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VMWARE PLAYERVMWARE PLAYER

Application -> System -> More programs
Windows 2003 server se nahaja v
Desktop -> WS2003SE -> WS2003SE.vmx



Akademska in raziskovalna mreža Slovenije

6
SPREMEMBE V DATOTESPREMEMBE V DATOTEČČNEM SISTEMU IN NEM SISTEMU IN 
REGISTRUREGISTRU

Installwatch Pro

Posnetek
pred okužbo

Posnetek po 
okužbiOkužba

Primerjava
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DATOTEDATOTEČČNI SISTEMNI SISTEM

Added files:
– c:\windows\system32\update.exe

Deleted files:
– c:\Documents...\Desktop\Malware\S3xxxy.exe
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REGISTERREGISTER

Added registry
– KEY

• HKCU\Software\Microsoft\Current Version\Run\
• HKLM\Software\Microsoft\Current Version\RunServices
• HKLM\Software\Microsoft\Current Version\Run

– VALUE
• Microsoft Update Machine    

– Data
• “update.exe”
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ZAGONSKI KLJUZAGONSKI KLJUČČI V REGISTRUI V REGISTRU

– HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce

– HKCU\Software\Microsoft\Windows\CurrentVersion\RunServices

– HKCU\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

– HKCU\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

– HKCU\Software\Microsoft\Windows\CurrentVersion\Run

– HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows 

– HKLM\Software\Microsoft\Windows\CurrentVersion\Run

– HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices

– HKLM\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

– HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnce

– HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnceEx

– HKLM\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

– HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Userinit

– C:\Documents and Settings\All Users\Start Menu\Programs\Startup

– C:\Documents and Settings\{Username}\Start Menu\Programs\Startup
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SYSINTERNALS ORODJASYSINTERNALS ORODJA

http://www.microsoft.com/technet/sysinternals/default.mspx
– Process Explorer (procexp)
– Autoruns (autoruns)
– Process Monitor (Procmon)
– TCPView (tcpview)
– ...
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OMREOMREŽŽNA KOMUNIKACIJANA KOMUNIKACIJA

IRC - BOTNET
/server irc.arnes.si 6667
/join #kanal geslo
/nick vzdevek

DNS
– DNS strežnik
– FakeDNS (Malcode Analyst Pack, http://labs.idefense.com)

– c:\windows\system32\drivers\etc\hosts
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TESTNI IRC STRETESTNI IRC STREŽŽNIKNIK

IP naslov: 193.2.1.176

notepad c:\windows\system32\drivers\etc\hosts

127.0.0.1 localhost
193.2.1.176 irc1.abuselol.net
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KANAL IN GESLOKANAL IN GESLO
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POVEZAVA NA BOTENT Z IRC KLIENTOMPOVEZAVA NA BOTENT Z IRC KLIENTOM

Xchat (http://www.xchat.org)
– nickname: poljubno (obvezno spremeniti!)
– username: poljubno (!)
– realname: poljubno (!)
– networks: irc1.abuselol.net
– povezava na kanal #lol#, geslo je lol
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UPORABA BOTNETAUPORABA BOTNETA

Primeri ukazov napadalca
.login <password>
.execute <visibility> <file> [parameters]
.open <file>
.join <channel> [key]
.log
.sysinfo
.download <url><destination><actions>
.update <url><id>
ukazi za ddos napade, samodejno širjenje
.remove 
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Kaj se najde v Kaj se najde v ““stringsstrings””

ukaz strings

Process Explorer
– proces -> properties -> strings
– image <-> memory
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NALOGANALOGA

Kje se bot nahaja na disku
Kako se požene ob zagonu sistema
Na kateri IRC strežnik se poveže
Na kateri kanal, geslo kanala
Kako lahko sistem očistimo
Najdite geslo za upravljanje z boti
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POMOPOMOČČ PRI ANALIZI ZLONAMERNE KODEPRI ANALIZI ZLONAMERNE KODE

spletni pregledovalniki sumljivih datotek
– http://virustotal.com
– http://virusscan.jotti.org
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VIRUSTOTAL.COM primerVIRUSTOTAL.COM primer
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POMOPOMOČČ PRI ANALIZI ZLONAMERNE KODEPRI ANALIZI ZLONAMERNE KODE

sandbox orodja:
– http://www.cwsandbox.org/
– http://sadbox.norman.no/live.html
– http://research.sunbelt-software.com/Submit.aspx
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CWSANDBOX.ORG primerCWSANDBOX.ORG primer
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SYSANALYZERSYSANALYZER

http://labs.idefense.com/software/malcode.php
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KAJ GRE LAHKO NAROBEKAJ GRE LAHKO NAROBE

Rootkit
– antirootkit orodja, seznam na 

http://www.antirootkit.com

Zlonamerni program lahko zazna, da se ga 
analizira
– virtualnno okolje
– debugger


